Preface p. xiii
Ten Reasons Why You Need a Wireless Network p. Xiii
Acknowledgments p. xvii
Chapter 1. Understanding the Wireless World p. 1
The Wireless Computing Environment p. 1
An Overview of Wireless Networking p. 2
Is Wireless Networking Right for You? p.5
Wireless Networks Have Wired Networks Beat p. 6
Questions and Concerns About Wireless p. 7
Some Common Wireless Solutions p. 9
Choosing the Right Wireless Solution p. 11
Moving Forward p. 12
Chapter 2. How Wireless Personal Area Networks Work p. 13
What You Can Do with a Wireless PAN p. 14
Look Ma--No Cables! p. 15
Understanding the Bluetooth-Wireless PAN Relationship p. 17
How Wireless PANs Work with Bluetooth Technology p. 17
How Bluetooth Got Its Name p. 20
What's the Frequency, Harald? p. 20
Learning About Alternatives to Bluetooth p. 20
Why Bluetooth Is Better p. 22
No Static at All p. 23
It Happens Automatically p. 24
What Happens Next p. 26
Understanding Duplex p. 27
Understanding Bluetooth Profiles p. 28
Adding Bluetooth to Computers That Are Not Already Bluetooth-Enabled p. 29
Integrating Wireless PANs with Wireless LANs p. 29
A Review of Bluetooth Specs p. 31
What You Have Learned p. 32
Chapter 3. How Wireless Local Area Networks Work p. 35
Benefits of a Wireless LAN p. 35
How Wireless LANs Communicate p. 37
How Wireless LANs Are Configured p. 38
What Is Inside a Wireless LAN p. 39
NIC Knack p. 41
A La Modes p. 43
Steps You Will Need to Take p. 43
Monitoring Your Wireless LAN's Performance p. 47
Extending Your Wireless LAN p. 48
What You Have Learned p. 48
Chapter 4. How Wireless Wide Area Networks Work p. 49
Planning Wireless WANSs for Your Mobile Users p. 50
Why You May Need a Wireless WAN p. 50
How Wireless WANs Work p. 51
Wireless WANS and the Internet p. 53



Accessing Your Wireless WAN with a Wireless Device p. 53
Blueprint for a Wireless WAN p. 54
Building-to-Building Wireless WANs p. 55
Understanding Wireless WAN Limitations p. 56
Wireless WAN Security Concerns and Solutions p. 57
Wireless WAN Performance Concerns and Solutions p. 58
Understanding Application Persistence p. 59
Planning for Roaming Issues p. 60
Off-the-Shelf Equipment Integration p. 62
Management and Control Issues p. 63
What You Have Learned p. 63
Moving On p. 64
Chapter 5. Getting Your Laptop Ready for Your Wireless Network and the Internet p.
65
Meet Your Wireless Station p. 67
Connecting to the Wireless LAN p. 69
A Chip on Your Wireless Network p. 70
Using Wi-Fi with Windows 95, 98, Me, NT, and 2000 p. 71
Using Wi-Fi with Windows XP p. 72
Accessing the Internet Over a Public Wireless Network p. 72
Public Wireless LANs p. 73
Learning About Commercial Wi-Fi Access Providers p. 73
Wayport p. 73
Using Wi-Fi to Access a Public Wireless LAN Service p. 76
Using Wi-Fi at Airports and Hotels p. 78
Community Wireless LANs p. 79
What You Have Learned p. 81
Chapter 6. How Your Business Can Use Wireless Networking p. 83
Learning about Real-World Wireless Networking Applications p. 84
Ocean Spray: Cranberry Juice Manufacturer Implements a Wireless LAN p. 87
Productivity Gains p. 89
Wireless Gives a Chiropractic Clinic "Backbone™ p. 89
Jet Engine Manufacturer Takes Off with Wireless WAN p. 91
What You Have Learned p. 93
Chapter 7. Buying and Installing Wireless Networking Equipment p. 95
Shopping for Wireless LAN Equipment p. 95
Smart Shopping: Questions to Ask p. 96
Understanding NICs p. 97
How to Install a NIC Card p. 97
Learning about PCMCIA Cards p. 98
Installing Your PCMCIA Card Drivers p. 99
An Attractive Alternative to NIC p. 101
How to Install Your USB Adapter p. 101
Buying Your Access Point p. 103
How to Install Your Access Point p. 104
Buying Your Router p. 107



Connecting Your Router to Your Network p. 107
Configuring Your Router p. 110
What You Have Learned p. 112
What's Ahead p. 113

Chapter 8. To Build or To Contract? p. 115
Building Your Own Wireless PAN p. 115
Contracting Our Your Wireless PAN p. 116
Making Your Decision p. 117
Building Your Own Wireless LAN p. 118
Contracting Out Your Wireless LAN p. 120
Making Your Decision p. 121
Building Your Own Wireless WAN p. 121
Contracting Out Your Wireless WAN p. 122
Making Your Decision p. 124
What You Have Learned p. 125
Moving On p. 125

Chapter 9. Building a Business Case for a Wireless Area Network p. 127
Real-Time Information Access p. 128
Cost Efficiencies Are Improved p. 128
Wireless LAN Efficiencies by Organization p. 129
Beyond the Numbers: Real-Life Testimonials p. 135
What You Have Learned p. 136

Chapter 10. The Construction Phase p. 137
Testing Inside Your Building p. 138
Identifying the Location of Access Points p. 139
Structures That May Block Wireless Signals p. 140
Performing a Site Survey p. 141
That All-Important Walk-Through p. 142
Testing Your Access Point p. 143
Installing Your Wireless LAN p. 144
Developing an Installation Plan p. 145
Coordinating the Wireless LAN Installation p. 146
Staging the Wireless LAN Components p. 146
Installing the Network Components p. 147
What You Have Learned p. 150

Chapter 11. The Testing Phase p. 151
Testing Your Wireless PAN p. 152
Using "Air Sniffers" p. 152
Analyzing Your Sniffing Session p. 153
Testing Your Wireless LAN and WAN p. 154
How the Test Will Work p. 156
Understanding the Tests You Should Perform p. 157
Doing Unit Testing p. 157
Completing Integration Testing p. 160
Gearing Up for System Testing p. 160
Acceptance Test: The Final Testing Phase p. 160



Troubleshooting Your Wireless LAN p. 161
What You Have Learned p. 162
Chapter 12. Managing Your Wireless Network p. 163
Training Is Key p. 163
Establishing a Help Desk p. 164
Monitoring Your Network p. 166
A Stitch in Time: Perform Preventive Maintenance p. 166
List Your Components p. 166
Plan for Decision Making p. 167
Benchmarking Is Key p. 167
Planning for Security p. 168
Implementing Security Countermeasures p. 169
Managing Your Wireless PAN Securely p. 179
What You Have Learned p. 183
Moving On p. 183
Chapter 13. Upgrading Your Existing Wireless Network p. 185
Basic Wireless Technology Upgrades p. 185
A Guide to IEEE 802.11 Alphabet Soup p. 187
Keeping Current with Standards p. 188
Keeping Current with New Products p. 189
Managing Your Wireless PAN Upgrade p. 192
Managing Your Wireless LAN Upgrade p. 193
What You Have Learned p. 195
Moving On p. 196
Chapter 14. Understanding Wireless Broadband Access p. 197
Extending Broadband Over a Wireless LAN p. 198
Attaching Your Cable Modem to Your Wi-Fi Access Point p. 198
Hooking Your Computers Up to Your Wireless LAN p. 200
Hooking Up Your Notebook for Shared Broadband Access p. 203
Installing Your Support Software p. 204
Testing Your Internet Connection p. 205
Adding Computers to Your Broadband LAN p. 205
Adding Broadband Internet Access to Your Wireless WAN p. 205
Hooking Up Your Wireless LAN to DSL p. 206
What You Have Learned p. 206
Moving On p. 207
Chapter 15. Putting It All Together p. 209
What's Ahead p. 211
Appendix A. Wireless Network Online Resources p. 215
Appendix B. Wireless Networking Glossary p. 219
Appendix C. A Quick Guide to Wireless Network Standards p. 245
Understanding the 802.11 Standard p. 246
All in the Family: Other 802.11 Standards p. 248
Understanding the 802.15 Standard p. 249
Understanding the 802.16 Standard p. 249
Index p. 251



