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Introduction

The ten chapters of this book cover a number of topics, ranging from 

hardware and embedded exploitation, to firmware exploitation, to radio 

communication, including BLE and ZigBee exploitation.

For me, writing this book was an exciting and adventurous journey, 

sharing my experiences and the various things I have learned in my 

professional career and pouring everything into these ten chapters.

I hope you can make the most out of this book and I would highly 

encourage you to take all the skill sets learned in this book and apply 

them to real-world problems and help make the Internet of Things (IoT) 

ecosystem more secure. It is individual contributions that will help us 

create a safer and more secure world, and you reading this book can play a 

part in that.

No one is perfect, and this book is bound to have a minor error or two. 

If you encounter any of those mistakes, let me know and I would be happy 

to correct them in future editions of The IoT Hacker’s Handbook.

I also teach three-day and five-day training classes on offensive IoT 

exploitation, which I would encourage you to attend to get hands-on 

experience with everything covered in the book. For more information 

about the online training and live classes, feel free to check out  

attify-store.com.

The last and the most important part is community! For you, the 

reader, I want you to be willing enough to share your knowledge with your 

peers or even with someone who is new to this field. This is how we, as a 

community, will grow.



xviii

That is all from my end. Again, thanks for reading The IoT Hacker’s 

Handbook and I wish you all the best for your IoT exploitation endeavors.

Aditya Gupta (@adi1391)

Founder and Chief Hacker,

Attify
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