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Further reading  

Section 2: Understanding and Working with the Kernel  

Kernel Internals Essentials - Processes and Threads  

Technical requirements  

Understanding process and interrupt contexts  

Understanding the basics of the process VAS  

Organizing processes, threads, and their stacks â€ “  user and kernel space  

User space organization  

Kernel space organization  

Summarizing the current situation  

Viewing the user and kernel stacks  

Traditional approach to viewing the stacks  

Viewing the kernel space stack of a given thread or process  

Viewing the user space stack of a given thread or process  

[e]BPF â€ “  the modern approach to viewing both stacks  

The 10,000-foot view of the process VAS  

Understanding and accessing the kernel task structure  

Looking into the task structure  

Accessing the task structure with current  

Determining the context  

Working with the task structure via current  

Built-in kernel helper methods and optimizations  

Trying out the kernel module to print process context info  

Seeing that the Linux OS is monolithic  

Coding for security with printk  

Iterating over the kernel's task lists  

Iterating over the task list I â€ “  displaying all processes  

Iterating over the task list II â€ “  displaying all threads  

Differentiating between the process and thread â€ “  the TGID and the PID  

Iterating over the task list III â€ “  the code  

Summary  

Questions  

Further reading  

Memory Management Internals - Essentials  

Technical requirements  

Understanding the VM split  

Looking under the hood â€ “  the Hello, world C program  

Going beyond the printf() API  

VM split on 64-bit Linux systems  

Virtual addressing and address translation  

The process VAS â€ “  the full view  

Examining the process VAS  

Examining the user VAS in detail  

Directly viewing the process memory map using procfs  

Interpreting the /proc/PID/maps output  

The vsyscall page  
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Frontends to view the process memory map  

The procmap process VAS visualization utility  

Understanding VMA basics  

Examining the kernel segment  

High memory on 32-bit systems  

Writing a kernel module to show information about the kernel segment  

Viewing the kernel segment on a Raspberry Pi via dmesg  

Macros and variables describing the kernel segment layout  

Trying it out â€ “  viewing kernel segment details  

The kernel VAS via procmap  

Trying it out â€ “  the user segment  

The null trap page  

Viewing kernel documentation on the memory layout  

Randomizing the memory layout â€ “  KASLR  

User-mode ASLR  

KASLR  

Querying/setting KASLR status with a script  

Physical memory  

Physical RAM organization  

Nodes  

Zones  

Direct-mapped RAM and address translation  

Summary  

Questions  

Further reading  

Kernel Memory Allocation for Module Authors - Part 1  

Technical requirements  

Introducing kernel memory allocators  

Understanding and using the kernel page allocator (or BSA)  

The fundamental workings of the page allocator  

Freelist organization  

The workings of the page allocator  

Working through a few scenarios  

The simplest case  

A more complex case  

The downfall case  

Page allocator internals â€ “  a few more details  

Learning how to use the page allocator APIs  

Dealing with the GFP flags  

Freeing pages with the page allocator  

Writing a kernel module to demo using the page allocator APIs  

Deploying our lowlevel_mem_lkm kernel module  

The page allocator and internal fragmentation  

The exact page allocator APIs  

The GFP flags â€ “  digging deeper  

Never sleep in interrupt or atomic contexts  
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